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Blockchain
A blockchain is a digital, decentralized, public ledger of all cryptocurrency
transactions. Constantly growing as 'completed ׳blocks (the most recent
transactions) are recorded and added to it in chronological order. It allows market
participants to keep track of digital currency transactions without central record
keeping. Each node (a computer connected to the network) gets a copy of the
blockchain which is downloaded automatically.
Currently, the blockchain technology is primarily used to verify transactions within
digital currencies through it is possible to digitize code and insert practically any
document into the blockchain. Besides, it creates an indelible record that cannot be
modified. The record's authenticity can be verified by the entire community using
the blockchain instead of a single centralized authority. Blockchain technology with
its transparency is the only way forward for true honesty and fair trade within the
world of financial trading. Blockchain allows the decentralized exchange of digital
data between its peers featuring an incorruptible ledger recording all transactions.
The process is fully transparent at all times; the transactions are fully traceable,
irreversible and incorruptible. The network guarantees the validity and authenticity
of each transaction and fraudulent activity is discarded promptly.
There is no single point of failure as the control of the entire network or transactions
isn't down to a single central entity but rather by the entire network. 'Fixing׳,
'Hiding׳, 'Manipulating ׳or 'Profiteering ׳are impossible within a blockchain network.
All transactions are fully traceable back to their origins at all times, and all network
peers have access to that incorruptible ledger.
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Bitcoin
When the first bitcoin was mined in January 2009, only a handful of people paid
attention to it. Today, millions of people hold a range of cryptocurrency, using them
to buy and sell goods and services or stores of value, just as we all do with the fiat
currencies that we hold in our wallets and bank accounts.
The blockchain is perhaps the main technological innovation of Bitcoin. Bitcoin isn't
regulated by central authority. Instead, its users dictate and validate transactions
when one person pays another for good or services, eliminating the need for a third
party to process or store payments. The completed transaction is publicly recorded
into blocks and eventually into the bitcoin blockchain, where it's verified and relayed
by other bitcoin users. On average, a new block is appended to the blockchain every
10 minutes through mining. Bitcoin may be used in the same way as traditional
money, but that doesn't mean it operates in the same way. Cryptocurrency is not
issued by the central authority and, because they can be exchanged in complete
confidence without the need for third-party verification, they incur very low
transaction fees.
This combination of low fees and built-in verification has proven popular, driving its
use and increasing Bitcoin's value. This value is tied to a powerful supply and
demand dynamic derived from a limit that has been placed on the total number of
Bitcoins that can ever be created (21 million). Combine this with the increasing
difficulty of the cryptographic problem-solving that's needed to mine them, these
properties ensure that Bitcoin's value is linked directly to usage and is not diluted by
inflation.
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Ethereum
Rather than being designed purely as a Cryptocurrency, the Ethereum blockchain is
designed to run the programmable code which is a smart contract in the
decentralized application. A smart contract is designed for developers to create their
decentralized application without the need to create blockchain and knowing the
blockchain technology behind the scene. On the Ethereum blockchain work to earn
Ether, a Cryptocurrency that fuels the network. As well as being a tradable
Cryptocurrency, Ether is also used by application developers to pay for transaction
fees and services on the Ethereum network. Because it is designed to run
decentralized applications and is favored as the network of choice by companies
launching ICOs, Ethereum benefits indirectly from the vast growth in this area.
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Introduction
Tromerce was designed to provide a marketplace platform by connecting buyer and
seller on the internet without a third-party Involve. The whitepaper describes how
the ecosystem could help various Individuals, groups, and non-organizations to
facilitate payments, trading, and transfers without your need to sacrificing your
privacy. In other words, it will be used for a good cause to help others uplift their
lives.
It simply explains the benefits of blockchain technology for Tromerce to create a
decentralized marketplace platform that can be used by TRM for trading or
exchanging items. By using our platform, not only does it gives us the opportunity to
trade but also to earn a profit and reward.
Tromerce is a new generation community-based c2c online marketplace platform,
unlike the traditional marketplace. It is the ecosystem of P2P connected nodes, there
are no servers and fully decentralized. Besides, it is also built on top of the Ethereum
blockchain by using the smart contract to describe the business flow. It connects P2P
with people around the world, trade new and used items without intermediaries,
send and receive funds effortlessly.
We are living the early ages of cryptocurrencies and blockchain technologies, much
is done and proved, but still mostly is undone like early years of the Internet, We are
living the beginning of the Internet 3.0. In this context it’s the right time to redesign
the global eCommerce marketplaces, bringing to c2c marketplaces those new
decentralized technologies and payment systems.
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The strong dependence between eBay and Paypal seems to be a big opportunity to
introduce a disruptive technology, as Bitcoin and blockchain ledgers in the peer-topeer eCommerce space. In the same way, cryptocurrencies challenge Paypal’s
centralized payment service, so Tromerce is designed to be a decentralized alternative
to eBay. Paypal allows trust on eBay’s marketplace, by allowing buyers to have
payment protection against fake sellers and seller scams.
Tromerce’s proposition is to create trust on buyers using cryptocurrencies such as
TRM and others that support decentralized shared custody, this way we create an
opportunity for the people to operate as independent escrow agents, giving a full
commission to the independent escrow agent for their service of creating trust on
Tromerce marketplace. We plan to serve as a traditional banking services and the
digital assets economy. It is intended that users will be able to make a payment or
transact through a wide range of channels, e-wallet, direct transfer, exchange to fiat
currencies, withdraw from any ATM, and utilize for a marketplace.
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Target
We aim to provide a decentralized marketplace platform for the users to buy and
sell using TRM without a third party involved. Besides, we provide a fair and
transparent environment in the marketplace by using blockchain technology. Data
mining is prevented by using blockchain and keeping user data privately.
Furthermore, every users are gaining more power and control in the Tromerce
marketplace platform by the democracy ecosystem. The transactions on the
blockchain is immutable and trustworthy because the transactions on the blockchain
cannot be modified. We also remove unnecessary fees for the buyer and seller so
they can earn more and pay less in our marketplace platform. This project is highly
secure in the blockchain and there is no central failure.

Mission
Our mission is to provide the best use case and revolutionize the future online
marketplace platform operate on the blockchain technology by enabling cashless,
trustless and community-based environment.

Vision
Our vision is to be the most value and customer-obsessed online marketplace where
rules by the community to buy and sell anything in the platform.
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Problems
Through research and analysis of the real world issues, we found many problems
that needed to be fixed.
1) Data Leaked
Personal information, user data is collected and access without authorized.
The data is used both internally and re-sold to other companies. Privacy
policies are extremely complicated and mostly makes user surrender all their
private data in order for them to access their products or services. Centralized
services are good targets for hackers and it will cause data leaked.
2) Transfer Delay
The user needs to wait 1-5 days to get the payment from other countries
because bank requires time to validate and process the payment. This will
cause the user not able to use the money within the period if they wanted to.
3) Financial Fraud
Transaction or records on the centralized services can be easily modified by
the centralized party who has control over it. This will cause a serious issue if
the centralized party is not honest.
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4) Lack of Transparency
Centralized services have low transparency due to hiding all process and
source code without open to the public. The community is not able to study
and understand whether the company can trust or not.
5) High Commission
Centralized services charge high commission on their platform. Users always
earn less money in sales and spend more money on the purchase. The high
commission fees is not good for users in the long run. User will always want to
get spend less money.
6) Inconsistent Reputation
Sellers work hard to build their brand recognition and earn a great reputation
on centralized website but not able to transfer to another website. The
reputation from other website may have difference reputation standards.
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Solutions
A DECENTRALIZED MARKETPLACE PLATFORM WHERE USERS CAN
PURCHASE NEW & USED ITEMS ACROSS THE WORLD.
 Use blockchain technology to perform and record transactions in a few
seconds between two parties efficiently and in a verifiable and permanent
way.
 Build the decentralized application that runs exactly as programmed without
any chance of fraud, censorship or third-party interference.
 Use smart contract to automate many different kinds of processes and
operations in the Tromerce marketplace platform.
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Purpose
Fair & Transparent
Tromerce marketplace smart contracts and transactions can be viewed by all
parties, creating transparency. All transactions are unchanging, which means that
they cannot be changed or deleted. Our platform is specifically designed to be
completely transparent for both sellers and buyers while offering a fairer deal.
Safety within the market is essential, and must be clear within the industry; this is
currently lacking about others platforms available online.
Data Privacy & Security
Users can perform an exchange without supervision or mediation A third party,
which greatly limits or even eliminates counter-party risk. Users are authorized
using their private key, because they have control over all their information and
transactions. Which no longer means data leaks - because companies do not have
to store your data. So you can do it use services and make payments without
having to worry about your privacy and security. Tromerce focus on high security
which will enable users manage their data and frees companies from the burden of
trying manage and secure large data silos. By atomizing these silos, it can take
away the biggest challenge that companies face today: cybersecurity
Democracy
Tromerce was created to give power to it users so that they will have more control
on the Tromerce marketplace platform. Every holder of TRM can take part in the
vote to issue more tokens and also in taken decision. Tromerce create a peopledriven environment for new economic services that makes the cryptocurrency
market accessible and reliable for the average user, accelerating the application of
blockchain technology and democratizing ownership of both digital and traditional
assets.
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Eliminate Fraud & Trustworthy
Tromerce is created to eliminate fraud. Tromerce is built on blockchain to enable
the features that make sure users to be safe from fraud and any external attack
that will result to loss of Token and information. Tromerce smart contract, data and
transaction on the blockchain is immutable to make the platform secure and not
able to perform fraud actions. It is created to be a stronghold that prevent and
fight against fraud and scam between users. Tromerce is creating a community that
users can trust.
Remove Censorship
Censorship is the suppression of speech, public communication, or other
information, on the basis that such material is considered harmful by a government
or private institution. Tromerce is created to remove the act of censorship on the
part of users. Users have absolute power to speak out their minds and choice over
Tromerce project. It aim to remove all unnecessary middle man in the platform to
produce better user experiences.
New Culture
Tromerce is creating new economy and a new culture for all cryptocurrency lovers
in the world. It is a platform created to make a difference and decentralized
environment that allow the use of cryptocurrency as main source of transaction
only. Tromerce will be unique and available with features that will surpass other
marketplaces that accept cryptocurrency.
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Ecosystem

Smart Contract
Tromerce smart contracts are self-executing contracts with the terms of the
agreement between buyer and seller being directly written into lines of code. The
code and the agreements contained therein exist across a distributed, decentralized
blockchain network.
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Layers

Platform Layer
This layer is the top-most layer representing the type of application platform known as
User Interface. For example Android, IOS and Web sites.

Operation Layer
This layer is the business logic behind to ensure that the Tromerce marketplace
platform operates accurately.

API Layer
This layer is the gateway to access the blockchain and file system.

Blockchain
We uses Ethereum blockchain and smart contract to store data such item information.

File System
We uses IPFS decentralized file system to store files such as images and videos.
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Features
1. Reward
 Referral
We incentivize users to refer their friends to the Tromerce marketplace
platform by giving them $5 worth TRM. Each user is given a unique referral
code and link with valid referrals being tracked through this code.
 Sign Up
When a new user signs up with a friend's referral code, they are
immediately issued $5 TRM to encourage them to use it.

2. Reputation
Almost all online marketplaces and communities have their own version of
centralized reputation. For example, marketplaces like eBay have a positive,
negative, or neutral seller feedback rating system while others like Amazon use a
5-star rating system. These systems already work very well within their own
ecosystems, but imagine if services opened up their reputation systems allowed
customers to take that reputation anywhere! We provide universal reputation to
be compatible with all online platforms. We create a decentralized reputation
protocol that any marketplace can hook into, and any individual or business can
use. With this protocol, you'd be able to earn feedback and reputation for
transactions no matter where they occur and then display that reputation
proudly everywhere. This reputation is much more trustworthy because nobody
can control it.
To prevent everyone to manipulating reputation by just creating thousands of
fake accounts to perform fake reviews. We will validate each mobile number only
can register for an account in our platform.
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3. Dispute

We builds an effective automatic dispute resolution system, and it will be enhanced
with a smart contract. The smart contract holds the TRM but allows both parties to
take recourse against each other and encourages them to negotiate. Party can
request arbitration from our management team or community at a cost of 10% of
the total amount residing in the escrow smart contract. The cost will be charged
from both seller and buyer, and it will go to the arbitrator after the dispute is
completed. For example, buyer A buy handphone from the seller B, seller B promise
the handphone will send to the buyer A within 7 days. After 7 days, buyer A dint
receive the handphone and decide to open a dispute. The arbitrator is randomly
selected by the smart contract and he/she will help to resolve this issue.

4. Vote
Tromerce is run and maintained by the community which gains authority to report
and vote others if someone perform a bad action in the marketplace. For example,
when a user uploads prohibited content and that user are not able to use our
platform due to massive report.
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5. Trade
We use smart contract to make everyone list their items through the platform.
Therefore, everyone can purchase using TRM without using payment gateway such
as PayPal which protect your own privacy. Seller is able to set rules on their listing
page to make it more flexible.

6. Chat
Instant messaging is one of many industries, where Blockchain could be employed
to produce an undeniably positive effect. The most popular IM apps today are
centralized such as WhatsApp, Skype, and Telegram. They all use servers to send
messages across the network. Respective apps suffer all the insufficiencies
associated with centralization such as downtime, security, and privacy. We using the
decentralized messaging protocol to implement chat to solve the problems of
centralized messaging.

7. Smart Scan
Smart scan is an intelligence scanner to help the users to sell or find items in the
marketplace with just a few seconds. By scanning the barcode, users can find the
item instantly in the mobile device. Besides, seller can scan barcode with auto-fill
item information to list it to the marketplace without typing.

8. Commission Free
Due to high fees of centralized services that we use currently in the market, we plan
to develop a cost efficient decentralized marketplace platform with less or no fees.
So the seller can make more money when using our platform.
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9. Atomic Swap
Tromerce allow new form of trading which is item swapping. Item can be swapped
for another item without the need for a trusted third party. In the traditional
marketplace, a trusted third party such as an escrow is necessary to carry out an
exchange of items to prevent a party from sending an item without receiving an
item back. The Tromerce swap system can use a hash time-locked smart contract so
that a party has to deliver the item to be exchanged within a certain time, otherwise
the transaction will be canceled. This means that either the swap will take place or
no item will be exchanged.

10. Illegal Content
Machine learning and deep learning would be useful for lot of things related to
digital these days. We use algorithm to detect illegal text and image content such as
pornography, child abuse, drugs and more. Those content is not suitable for our
users, we should eliminate all the bad content post in the marketplace.

11. Personalized Content
Machine learning can analyze if a user’s liked a certain type or style of ad, and
decide what to show on the user’s next engagement. Similarly, machine learning can
geotarget users based on location, providing them with relevant content across
channels, connecting their offline purchases to their online browsing behavior. This
allows Tromerce to create more personalized experiences for users, based on the
insights gathered from their data.

12. Chatbot
With the help of our chatbot, it is easy for you to contact support and access our
website anytime. Our chatbot have the handling large amount of user capacity of
simultaneously by having conversations with millions of users. No matter what time
of the day it is or how many people. Chatbot will attend to you immediately. The
chatbot provide you the Customer Satisfaction that you want, giving you the best of
the best of our service.
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13. VR Store
Tromerce will have an option provide to users which sellers can make their store to
VR mode which buyers can access sellers store using VR to gain more customer
experience. Tromerce marketplace users will have the chance to make purchases in
the VR store using the TRM token. The Tromerce VR store will be support various of
VR products such as VR headset and VROculus GO.

14. Home, On Demand and Self Driving Delivery
Tromerce platform possesses a delivery system that will cater to users that make
purchases on the Tromerce marketplace. Users can opt to choose the option of
home and on demand delivery that will get there goods to their front door or
anywhere else. We operate in a way that will benefit your users all over the world.
These options will enhance the act of shopping on the platform and also create a
friendly shopping interface for our users. The delivery will be fast and secure with a
click of a button and TRM token used to pay for the delivery charges. We trying to
introduce a self-driving delivery option so that items can be delivered to users to
automate all the process.
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Tromerce Token (TRM)
1. Safety and Reliability
The reliability of TRM is defined by the total computational hashing power of all
computers in the Ethereum blockchain that take part in the process of transactions.
The greater the processing power, the more reliable the network. The money stored
in your wallet is already protected and encrypted. Its safety doesn't depend on the
network's reliability.

2. Transactions
Unlike fiat money transactions, where your money is processed through an
intermediary, bank, or financial Institution, transactions between users are carried
out over the Internet which makes the transactions much more reliable. The
transaction is protected by secure cryptographic algorithms whereby no one can
identify who sent the money and who the receiver was.

3. Wallet and Exchanges
TRM can be stored in any wallet and in exchanges that support Ethereum and ERC20 token. It can be transferred through any type of wallets. We also create wallet for
Tromerce mobile app and website. Each user will have his/her wallet generated after
the token is live online for peer-to-peer transaction and trading. The funds will be
secured by saving them both by using online and offline storage solutions. Keys will
be protected by additional encryption and set up with randomly generated
password only known to the user. Two-factor authentication will be used as an
additional layer of protection. Besides, TRM will launch in many crypto exchanges
and let everyone trade within it.
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4. Dependence of Altcoins on Bitcoin
The majority of Blockchain projects and alternative cryptocurrency are in a onesided dependency relationship with Bitcoin. Especially smaller currencies or starting
projects are exposed to the partly enormous effects of Bitcoin performance. This
can be attributed to the direct trade between Bitcoin and these currencies. We strive
to weaken this dependency by providing new assets with the possibility of a fiat
money market. As soon as TRM has more volume in the fiat than in the Bitcoin, the
dependence on Bitcoin is minimized. Due to the volatility of Bitcoin, the dependent
assets are at a disadvantage. As a result, an expansion of the market is very
beneficial. At times, it is interesting for investors to sell their Altcoins before a
Bitcoin hardly make a profit. For investors who focus on the diversification of
Altcoins, this means an inevitable loss. Some assets loss over 60% of its value. We
want to counteract this scenario so that they can be exchanged directly for USD.

5. Connecting to Fiat
A large number of prestigious Altcoins exchange offer only the exchange and
transfer of Bitcoin and Altcoins. Investing fiat directly in assets or withdrawing
profits directly from a bank is currently only possible for a small minority of
exchanges. However, these are subject to the problem of offering only a small
number of assets. We links USD to TRM or TRM to USD exchanges to make the user
able to get the fiat money. By this way, a customer also benefits from the possibility
of exchanging his assets directly with USD and being paid to his bank easily.
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6. Crowdfunding
The crowdfunding and the corresponding token creation process are organized
around smart contracts running. Participants will be involved in the project
development. Issuing and selling TRM will be done using Ethereum. We only accept
Ethereum to purchase our token during the ICO periods. For ICO Participants who
want to support the development of the project will be able to send Ethereum to
the address indicated on the Tromerce websites. The sale of TRM will take place
during 2 crowd sales.
Private Sale
21.5% of TRM which equivalence to 215,000,000 TRM will be sold privately to
strategic investors who bring long-term value to the project. It will be locked up
after all the crowdfunding stage is done. We only accept at least $10000 minimum
contribution and only allow whitelisted address to purchase during the private sale.
Public Sale
33.5% of TRM that will be up for sale to public which equivalence to 335,000,000
TRM.
Stage

Duration

Price (USD)

1

1 week

$0.03

2

1 week

$0.04

3

2 weeks

$0.045

4

4 weeks

$0.05

5

4 weeks

$0.06

23

7. Distribution

Partners
Reserved
5%
5%
Bounty & Rewards
15%

Crowdsale
55%
Team & Advisors
20%

Partners

Reserved

Bounty & Rewards

Team & Advisors

Crowdsale

There will be a total supply of 1,000,000,000 TRM. The 55% total of 550,000,000
TRM will be listed for crowdsale as part of the private sale, public sale, sale events
and release in crypto exchanges. 450,000,000 TRM are reserved by the company for
bounties, team compensation, testing, company expenses and to manage rewards
in the future.
Team & Advisors token will be on 3 years vesting with a 1-year cliff. The Bounty
and Rewards is used by the platform to incentivize users and team.
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8. Funds usage

Legal
10%
Operations
20%
Research &
Development
50%

Sales & Marketing
20%

Legal

Operations

Sales & Marketing

Research & Development

 10% on Legal
 20% on Operations
 20% on Sales & Marketing
 50% on Research & Development.

9. Market Cap Expectation
We assume based on altcoins growth data that price on TRM will have a vast growth
in 3 years. An important aspect of the price formation is the limited number of
tokens participated in the Tromerce ecosystem. Market capitalization will amount to
$100 millions under such conditions in 3 years with the sale of all TRM at crowdsale.
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Roadmap
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Risks and Disclaimers
Token
Tromerce tokens are not securities, equity or profit-share mechanisms. It is a
utility token representing future access to a product or service on the platform.
The defining characteristic of utility tokens is that it is not designed as an
investment. Token sale participants should understand the risk of purchasing
tokens and read this Tromerce whitepaper in full before participating. Tokenholders take on both project-specific risk and market risk when they acquire
tokens in a specific sector.
Technical & Organization
The Tromerce token smart contract is based on the ERC20 standard. All efforts
will be made to ensure that the contract is free from technical bugs but once
submitted to the Ethereum network, it can't be modified. Participants should be
intimate with Ethereum and blockchain technology to understand these risks.
Participants should understand the risks around private key storage and
transmission.
Tax & Regulatory
The development of blockchain continues to enable new business models, and
new legal issues come into focus. For developers, legal and regulatory
uncertainty can be one of the main barriers to building new blockchain
protocols and applications. Besides, the token buyer must conduct their own
due diligence to ensure that they comply with all local laws regarding
cryptocurrency, tax, securities and other regulations in their jurisdiction. The
Tromerce Sale may in the future be subject to further regulation.
Refunds
Refunds are not permitted. Sales will be final once transacted.
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